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Professional Summary:

SAP Security Skills: 

· Working as a SAP Security and GRC Consultant with 3.8 years of Experience in SAP ECC, BI Security and HR Security.
· Detail Oriented, organized, customer focused individual, with strong professional integrity, Ability to establish and maintain customer confidence, business relationships with excellent skills technical and functional.

· Good Knowledge in Role creations / Modifications related to almost all modules of SAP
· Experienced in performing risk analysis for Segregation of Duties (SOD) & working with business in resolving conflicts in Segregation of Duties. 
· Experienced in User administration involving creating users, modifying users, copying users, and deleting users, assigning roles & profiles and Managing Mass User Maintenance. 
· Performed Creation of Single Roles, Composite Roles, Master, Derived Roles using PFCG and assigning to Users and perform user comparisons. 
· Involved in User management, role management and transport management activities on daily basis. 
· Worked on SU24 project for maintenance of custom authorization objects or transactions. 
· Creating and maintaining User groups for easy user administration. 
· Analyzing missing authorizations through SU53 or ST01 and providing the same to user profile.

· Good knowledge of extracting and analyzing reports in SAP using SUIM and security related tables (AGR*, USR*, etc.). 
[bookmark: gjdgxs]
SAP GRC Skills:

· End to End Configuration knowledge in ARA (access risk analysis) and EAM (Emergency access management) modules in GRC 10. 0/10.1
· Experienced in analyzing the SOD Conflicts at User level and Role level by using GRC10 
· Knowledge of Access control in SAP. 
· Determine and report if any risks will be introduced by simulating the addition of transactions, Role / Profile to a User ID by using GRC. 
· Determine and report if any risks will be introduced by simulating the addition of transactions or authorizations to a Role by using GRC. 
· Good Knowledge on mitigation controls. 
· Providing Emergency access to functional, technical & audit team members.

Professional Experience:

Organization & Project Details:

Project	TATA Voltas (UMPESL)	
Designation	Planning & QS 
Organization:	TATA Voltas Limited (UMPESL)
Duration:	Feb 2022 – Till date
Role:	SAP Security /GRC Consultant
Team Size:	         7

Role and responsibilities:
· User administration involving creating users, modifying users, copying users, deleting users, assigning roles & profiles using SU01.
· End to end implementation in ECC 6.0 
· Responsible for day-to-day technical support and resolution of security authorization issues, troubleshooting SAP R3/ECC and BI related security problems.
· Creation and maintenance of Single, Composite and Derived roles.
· Prepare report of users having access to sensitive transaction codes for audit.
· SOD check of roles via GRC tool (10.0/10.1) for audit purpose
· Preparation of Users/Role Report via SUIM/USR02 table based on the client requirement
· Compliance activities like Quarterly self-assessment reviews, taking care of all kinds of audits.
· Locking/unlocking of users during refresh, cutover activities etc.
· Support for role upload/download to/from the system.
· Good experience in user administration activities through CUA.
· Working with business users to identify the issues with Fiori apps and resolving the auth issues.
· Day to day technical support and resolution of issues and the missing Authorizations after analyzing the SU53 dump.
· Worked with the P_PERNR, P_ORGIN, P_ORGINCON, P_ORGXXCON objects in designing the HCM Roles
· Creation of Authorization Groups to restrict the R/3 table access and program access and review and correction of sensitive authorizations. (S_TABU_DIS, S_USER_TCD), including assignment of authorization for sensitive tables.
· Troubleshoot user roles, tracing the users, security authorization objects and custom reporting authorization objects to debug/trouble shoot an authorization error, resolving the issue by giving required authorizations (SUIM, SU53, RSECADMIN, and ST01) in different modules
· Restricted and monitored critical authorization objects such as S_DEVELOP, S_PROGRAM and S_TABU_DIS etc.
· Securing SAP* against misuse.
· Participation in Security audits.
· Transport creation for roles and move to other systems.
· Creation of User Groups and maintaining the users. Addition/Removal of Transaction Codes, authorization objects by modifying existing roles based upon change request.
· Responsible for all SAP Security tasks, role design, development, configuration, troubleshooting, resolution, and documentation of all Production, Test, Development Systems of all SAP landscapes.
· Configured GRC AC Emergency Access Management (EAM), Access Risk Analysis (ARA).
· Creating and assigning the FF Ids and Periodic checking of firefighter ID logs and ST03N based on the requirement.
· Mitigation and remediation of users and roles for SOX using User/Role Analysis in ARA.
· Producing SOD Analytical Reports (both Summary and Detail) against Users, User Groups, Roles and profiles using RAR.
· Identifying potential SOD issues before assigning new roles to the user.
· Designed roles for new projects following proper naming conventions and robust security standards.
· Re-designed existing roles which were poorly designed
· Expertise in analyzing and translating business requirements into technical specifications in collaboration with application developers.
·  Involved in project plan preparation, review at critical points, regular status reports for senior management


Organization & Project Details:

Project	VA Tech internal Project
Designation:	Senior Engineer QS
Organization:	VA Tech Wabag
         Duration:	         Aug-21– Jan-2022
Role:                          SAP Security/GRC Consultant
Team Size:                 6

Key Responsibilities:

· Involved in setting up security guide to define security guidelines for    implementation of security across all work streams (application and technical)
· Trouble shooting and fixing authorization issues in production, Quality, Development 
· Creation of Roles (Single, Composite & Derived, Master, object type roles).
· Identified existing SOD violations under risk analysis and remediation including evaluation of users & roles.
·  Worked on standards/ conventions encompassing role development & support.
·  Maintained updated knowledge of SOD (User & Role) level analysis, sensitive transactions analysis.
·  Supporting GRC Development and Production systems.
·  Administration of EAM and ARM in GRC 10.0.
·  User creation in NWBC using new user account form or access request creation form and change user request form.
·  Role import from backend systems using Role import option in NWBC (Using Role attribute template).
·  Run Risk analysis on user level and role level.
·  Run back ground jobs in full sync mode and incremental mode.
·  Firefighter assignment to FF ID.
·  Controller assignment to FF ID.
·  Owner Assignment to FF ID.
·  Create mitigation control id and update mitigation approver and mitigation monitor.
·  Perform user terminate activity as per the reports from managers.
·  Create customizing, workbench request using SE09/SE10.
· Checking transport dependency using SE03.
· Role comparison from ECC Development to Production in solution manager to ensure that there should not be any additional objects in the role (production system).
·  Table level and program level access restriction using S_TABU_NAM, S_PROGRAM.
·  Maintain role owners in Access control owners (NWBC).
·  Setup FF IDs and run FF LOG SYNC Update.
·  UAR reviews and access removal based on the UAR Report during annual access review.
·  MSMP Workflow updates as and when required.
·  Update role owners and approver delegation.
·  Role remediation and mitigation as per SOD Management process.
·  Perform role level and user level simulation.



Organization & Project Details:

Project	SEPC (Internal project)
Designation:	Planning Engineer
Organization:	Shriram EPC
Duration:	March 2020 – Feb 2021
Role 	SAP Security/GRC Consultant
Team Size:                 5

· Locking/unlocking of users during refresh, cutover activities etc.
· Support for role upload/download to/from the system.
· Good experience in user administration activities through CUA.
· Firefighter assignment to FF ID.
·  Controller assignment to FF ID.
·  Owner Assignment to FF ID.
· Day to day technical support and resolution of issues and the missing Authorizations after analyzing the SU53 dump.
· Worked with the P_PERNR, P_ORGIN, P_ORGINCON, P_ORGXXCON objects in designing the HCM Roles
· Create mitigation control id and update mitigation approver and mitigation monitor.
· Create customizing, workbench request using SE09/SE10.
· Table level and program level access restriction using S_TABU_NAM, S_PROGRAM.
·  Maintain role owners in Access control owners (NWBC).
· Restricted and monitored critical authorization objects such as S_DEVELOP, S_PROGRAM and S_TABU_DIS etc.
· Checking transport dependency using SE03.
· Role comparison from ECC Development to Production in solution manager to ensure that there should not be any additional objects in the role (production system).
· Update role owners and approver delegation.
·  Role remediation and mitigation as per SOD Management process.



Organization & Project Details:

Project	Buidco Gaya Water Project 	
Designation:	Engineer
Organization:	Ramky Infrastructure
Duration:	Mar 2019- Feb 2020
Team Size:	23

Role and responsibilities: Not relevant to SAP Security.


 ACADEMIC BACKGROUND:

· Completed B Tech in Civil Engineering from Dr BC Roy Engineering college
Durgapur in 2016 with 7.21 DGPA.
· Passed intermediate in science stream from Burnpur Riverside School CBSE Board
with 64% in 2012.
· Passed matriculation from Burnpur Riverside School CBSE Board with 8 DGPA. 

                                                                
DECLARATION: I hereby declare that the above-mentioned particulars are true to the best of my knowledge and belief.

Place: Asansol                                                                                              
                         		                                                                           MD UMER
