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[bookmark: professional-summary]PROFESSIONAL SUMMARY
Results-driven Network & Security Engineer with 3+ years of experience managing enterprise-grade networks, firewalls, VPNs, zero-trust security, and cloud security platforms. Skilled across LAN, WAN, routing, switching, network security, automation, and wireless networking, with hands-on involvement in managing complex infrastructures for UK government sector (London Councils and public networks).
Deep experience working directly with UK clients and stakeholders, participating in CAB meetings, gathering business requirements, troubleshooting critical issues, and delivering secure, highly available network solutions. Expertise includes advanced troubleshooting, vulnerability management, network design, automation, and incident response.

[bookmark: certifications]CERTIFICATIONS
· Zscaler ZIA Certified Administrator

· Microsoft Azure Fundamentals (AZ-900)

[bookmark: technical-skills]TECHNICAL SKILLS
Routing & Switching (Full CCNA Coverage):
IPv4, IPv6, Subnetting, VLSM, CIDR, Supernetting, NAT (Static, Dynamic, PAT), ARP, RARP, DHCP, DNS, RIP, OSPF (Single & Multi-area), EIGRP, BGP (basic), HSRP, FHRP, Routing Metrics, Administrative Distance, Port Security, VLANs, VTP (Server/Client/Transparent), DTP, EtherChannel (LACP/PAgP/Static), STP, RSTP, PVST+, RPVST+, Root Bridge Election, VLAN Pruning, Inter-VLAN Routing, Multilayer Switching, Switching Tables (CAM), MAC Address Flushing, Broadcast Domains, Collision Domains.
Security:
ACLs (Standard, Extended, Named), VPNs (SSL, IPsec, GRE), IPSec Tunnels, SSL Inspection, Web Filtering, URL Filtering, Malware Protection, DLP Engines, Zero Trust Security, NAC, DoS/DDoS Protection, ARP Inspection, DHCP Snooping, Port Security, VLAN Segmentation, Authentication (LDAP, AD, Kerberos, TACACS+, RADIUS).
Wireless:
Wireless LAN Controllers (WLC), AP Management, CAPWAP, VLAN Tagging on Wireless, Wireless Security Protocols (WPA2, WPA3, PSK, 802.1X), SSID Isolation, Dynamic VLAN assignment.
Cloud & Virtualization:
Microsoft Azure (IaaS, PaaS), Nutanix, Active Directory Services, DNS, DHCP, LDAP, SIEM Integrations.
Automation & Tools:
Python, Java, REST API, NetScaler Nitro API, Microsoft Graph API, Custom Health Automation, Wireshark, Burp Suite, Nmap, Aircrack-ng, GNS3, EVE-NG, PNETLab, Linux (Debian), Putty, WinSCP.
Soft Skills:
UK Client Communication, CAB Participation, Stakeholder Engagement, RCA Analysis, Documentation, Escalation Handling, Leadership, Process Improvement, Business Analysis.

[bookmark: professional-experience]PROFESSIONAL EXPERIENCE
Microland Ltd. — Senior Network & Security Administrator
Bangalore, India | July 2022 – Present
· Lead network & security administrator for London government networks (London Councils, UK public sector) delivering end-to-end design, deployment, and support.
· Deployed VLAN segmentation with VTP & DTP for scalable network growth, trunk negotiation, dynamic port aggregation (EtherChannel LACP/PAgP), and inter-VLAN routing.
· Managed full lifecycle of SSL VPN and IPsec VPN deployments across Palo Alto NGFW, FortiGate, Cisco ASA, Zscaler ZIA/ZPA platforms.
· Implemented DHCP Snooping, ARP Inspection, Port Security, Access Control Lists (ACLs) to restrict unauthorized access and protect data integrity.
· Proactively mitigated brute force + DDoS attacks on external NetScaler gateways by crafting advanced HTTP responder policies and cookie-based defenses.
· Automated NetScaler health monitoring using Nitro API & Microsoft Graph API, improving operational visibility and reducing manual workload.
· Optimized WAN connectivity troubleshooting MTU fragmentation, MSS negotiation issues across MPLS circuits, resolving major remote office outages.
· Troubleshot HAR logs, packet captures, SSL handshake failures during web application performance investigations.
· Participated in UK client CAB meetings, stakeholder calls, and requirement analysis for network transformation projects.
· Successfully migrated organization from Zscaler Tunnel 1.0 to Tunnel 2.0, deployed full ZPA architecture with SIEM integrations and hardening policies.

[bookmark: key-projects]KEY PROJECTS
London Councils Public Infrastructure (UK Government):
Architected, deployed, and maintained fully secure multi-site public sector networks supporting government services, integrating firewall hardening, VPN security, wireless access, and centralized authentication.
High-Impact Password Spray Attack Mitigation:
Detected and mitigated sophisticated brute force attacks targeting external NetScaler VIPs using adaptive HTTP responder rules preventing total system overload.
Critical WAN MTU Troubleshooting:
Diagnosed and resolved enterprise printing failures caused by WAN MSS mismatch on ISP dialer interfaces, eliminating cross-site packet drops.
STP Broadcast Storm Resolution:
Mitigated Layer 2 instability by correctly deploying PortFast, BPDU Guard, and adjusting root bridge priorities preventing widespread broadcast storms.
Zscaler Secure Edge Deployment:
End-to-end deployment of ZIA + ZPA cloud security platform including connector deployment, SSL inspection tuning, URL/DLP policies, zero trust posture, and SIEM logging.

[bookmark: tools-used]TOOLS USED
Wireshark, Nmap, Burp Suite, Aircrack-ng, Nitro API, Graph API, EVE-NG, PNETLab, GNS3, Putty, WinSCP, Linux (Debian), Test-NetConnection, Python, Java.

[bookmark: education]EDUCATION
Bachelor’s Degree —  Amity University(Btech Computer Science)
Graduation Year: [2022]

[bookmark: achievements]ACHIEVEMENTS
· Protected UK government network during live brute-force DDoS attacks.
· Automated health dashboards for NetScaler health monitoring.
· Optimized WAN circuit configurations improving remote site SLA uptime.
· Led full-scale SSL certificate automation reducing human error.
· Delivered zero-trust network architecture (ZTNA) successfully to production.
· Participated directly in UK client meetings, escalations, troubleshooting, and audits.

[bookmark: ats-keywords]ATS KEYWORDS
Cisco CCNA, Routing, Switching, VLAN, VTP, DTP, EtherChannel, STP, PVST+, OSPF, EIGRP, BGP, NAT, PAT, ACL, IPsec VPN, SSL VPN, Zscaler ZIA/ZPA, Palo Alto, FortiGate, NetScaler ADC, DHCP Snooping, ARP Inspection, MAC Flapping, Broadcast Storm, HSRP, Wireless WLC, CAPWAP, WPA2, WPA3, Zero Trust, Cloud Security, Azure, SD-WAN, SD-Access, Spine-Leaf, Automation, Nitro API, Graph API, Python, Java, Linux, Nmap, Wireshark, UK Government, London Councils, Compliance Audit.
