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Summary
IAM Architect & Manager with 12 years of experience specializing in Privileged Access Management (PAM), IAM, and Identity Governance across enterprise, regulated, and government environments, including air-gapped and restricted-network deployments. Proven expertise in architecting and delivering large-scale identity transformations, with hands-on end-to-end PAM implementations using Sectona and CyberArk—covering vaulting, session management, password rotation, automation, and on-prem, hybrid, and cloud integrations. Extensive experience working with Okta and Microsoft Entra ID (Azure AD) for SSO, federation (SAML/OIDC), provisioning (SCIM), and hybrid identity architectures. Strong techno-managerial capability in stakeholder management, vendor coordination, and balancing security, usability, and compliance. Seeking senior architect or leadership roles with strategic ownership.
Core Skills
IAM Architecture & Implementation
Privileged Access Management (PAM)
Active Directory & Entra ID Administration
Identity Federation (ADFS), SSO (SAML 2.0), MFA
Identity Governance & Compliance
JIT, Access control, Conditional access
Automation (Python, PowerShell)
Stakeholder & Vendor Management
Project & Team Management
Professional Experience

IDAM Manager / PAM Architect
Tata Advanced Systems Limited | Jul 2024 – Present
· Owning IAM transformation strategy for a government client using Cymmetri IDAM, leading gap analysis, policy definition, automation planning, and access governance decisions.
· Architected and led end-to-end PAM implementation using Sectona for ~100 users, designing secure architecture (satellite vault, jump servers, session proxies) aligned to risk and operational constraints.
· Designed and delivered multiple PAM Proof of Concept (POC), validating tool capabilities, deployment patterns, and scalability; earned Sectona Certified Implementation credential.
· Managing a distributed IAM and security team, defining scope, delivery planning, technical guidance, and performance oversight.
· Serving as Project Manager for a national cybersecurity initiative covering SOC operations, VAPT, ISO 27001 audits, and ISMS governance, coordinating 20+ stakeholders and vendors.
· Supporting presales, solution design, and roadmap definition for managed IAM/PAM service offerings.

Lead IAM Consultant
Virtusa Consulting, Gurgaon | Oct 2022 – Jun 2024
(Worked with a UK-based retail client)
· Led on-premises to Microsoft Entra ID (Azure AD) migration initiative, implementing Azure AD Connect to securely synchronize identities from Active Directory to the cloud, while supporting 5000+ users with minimal business disruption.
· Designed and implemented identity automation for joiner–mover–leaver processes using Python and PowerShell, improving operational efficiency by ~30%.
· Served as PAM Architect for CyberArk, leading multi-tenant onboarding, access model design, and integration decisions.
· Partnered with cross-functional infrastructure and application teams to validate access risks, troubleshoot identity issues, and integrate applications using SSO and ADFS.
· Acted as the primary client-facing lead, communicating risks, migration decisions, and remediation strategies to stakeholders.
· Managed an 8-member delivery team, handling task allocation, appraisals, and capacity planning.

IAM Engineer
IBM & Kyndryl (after spin-off), Hyderabad | Jun 2015 – Jan 2022 
(Provided IAM support for UK-based banking and retail clients)
· Implemented and governed RBAC models across Windows AD, Azure AD, UNIX, and IBM mainframe environments.
· Participated in Deloitte and PwC audits, supporting compliance readiness and control validation.
· Configured and managed identity synchronization from on-premises Active Directory to Azure AD using Azure AD Connect to ensure seamless hybrid identity integration.
· Recognized with multiple client Bravo Awards for delivery quality, reliability, and adherence to GDPR and UK regulatory requirements.

Technical Support Engineer
IBM, Hyderabad | Jul 2013 – Jun 2015
· Supported IBM cloud platforms, VPN configurations, and system security troubleshooting.
· Handled incident management through ServiceNow and Maximo, maintaining a high first-call resolution rate.
Education

Bachelor of Technology: Computer Science – ABES Engineering College, Ghaziabad, U.P.
Senior Secondary: PCM with Computers – BBL Public School, Bareilly, U.P.
