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Professional Summary:

· Overall,9 months of experience in Information Technology.
· Having 9 months of relevant experience in Information Security and currently working as Security Analyst (Security Operation Centre team).
· Experience on SIEM (Security Information and Event Management) tools like Monitoring real- time events using Azure sentinel and IBM Qradar tool.
· Preparing daily, weekly and monthly report as per client requirement.
· Investigating and creating case for the security threats and forwarding it to Onsite SOC team for further investigation and action.
· Experience on performing log analysis and analyzing the crucial alerts at immediate basis.
· Experience in Creating the SOP Runbooks.
· Reporting weekly / monthly dashboards to customer.

Technical Skills:
· SOC (Security Operation Centre)
· SIEM (Security Information and Event Management) Tool: Microsoft Azure Sentinel, IBM Qradar
· Vulnerability Assessment: Tenable Nessus
· Phishing Email Analysis.
· EDR Tool: (Microsoft Defender).
· Ticketing Tool: ServiceNow

Education:
· BACHELOR OF COMPUTER SCIENCE AND ENGINEERING (GITAM University - 2025 Pass out)

Work Experience:
· Working as SOC Analyst with HCL Tech from March 2025 to present.

Professional Experience:
· Company: HCL Tech
· Project: Security Monitoring and Operations.
· Role: SOC Analyst

Responsibilities:

· Working in Security Operation Centre (24x7), monitoring of SOC events, detecting and preventing the Intrusion attempts.
· Responding to various security alerts for various clients and scanning for vulnerabilities using tools like NESSUS.
· Preparing the SOP’S for the High, medium and Low severity alerts
· Monitoring real-time events using SIEM tools like Microsoft Azure sentinel.
· Monitoring, analyzing and responding to infrastructure threats and vulnerabilities.
· Ad hoc report for various event sources, customized reports, and scheduled reports as per requirements.
· Collecting the logs of all the network devices and analyze the logs to find the suspicious activities.
· Investigate the security logs, mitigation strategies and responsible for preparing generic security incident reports.
· Responsible to preparing the root cause analysis reports based on the analysis.
· Analyzing daily, weekly and monthly reports.
· Creating case for the suspicious issue and forwarding it to Onsite SOC team for further investigation.
· Creating the tickets in ticketing tool.
TRAININGS &CERTIFICATIONS:
· Certified Ethical Hacker (EC COUNCIL) 
· Certified Security Tester (CST)
· Certified Security Analyst (CSA) 
· CISCO-Networking Basics
· CISCO-Introduction to Cybersecurity 
· Fortinet-NSgE1
· IBM-Introduction to Cybersecurity Tools and Cyber Attacks

Personal Details:
· Name	: Sirika Gonuguntla
· DOB/Sex	: 05/11/2004 /Female
· Current Address	: Bangalore, Karnataka
· Languages known  : English, Telugu
