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Professional Summary
Visionary and results-driven Information Security Manager with 14+ years of experience in cybersecurity, IT infrastructure, and global service delivery. Proven expertise in SOC management, SASE implementation, SIEM/SOAR, ZTNA, CASB, DLP, and vulnerability management. Adept at leading large technical teams, driving automation playbooks, improving processes, and enhancing enterprise security posture. Strong background in third-party risk management, audits, governance, and compliance (ISO 27001) with global exposure across India, UAE, Germany, and Sweden.
Core Competencies
• Security Operations & Incident Response
• SIEM (Microsoft Sentinel, IBM QRadar) & SOAR Playbooks
• SASE, ZTNA, CASB, SWG & Cloud Security
• Data Loss Prevention (Forcepoint, Microsoft, Symantec)
• Endpoint Security (CrowdStrike, Defender, AV Platforms)
• Vulnerability Management & Risk Assessment
• Governance, Risk & Compliance (ISO 27001, ITIL V4)
• Third Party Risk Management (EGA, Bombardier, Ikano Bank, PNB Housing Finance)
• Process Improvement & Service Delivery Management
• Team Leadership, Training & Mentorship
Professional Experience
Dr. Lal Path Labs | Manager – Information Security Operations
📅 Jul 2023 – Present | New Delhi, India
Key Achievements:
✓ Successfully led enterprise-wide SASE project, including POC and evaluation of Netskope & Palo Alto Prisma Access, covering 100+ cybersecurity use cases.
✓ Deployed Microsoft Sentinel (SIEM & SOAR) with automation playbooks for malicious IP/Hash blocking, phishing detection, and Azure ID disabling.
✓ Strengthened security posture through network architecture reviews across PAN India labs and medical equipment security assessments.
Responsibilities:
• Lead SOC operations including incident response, threat hunting, and vulnerability remediation.
• Manage CASB, DLP, EDR, XDR, and cloud security solutions.
• Develop and enforce security policies, standards, and guidelines.
• Conduct security solution assessments & vendor evaluations.
• Provide recommendations to enhance enterprise security posture and manage exceptions.
PNB Housing Finance | Manager – SOC Operations
📅 Oct 2021 – Jul 2023 | Gurugram, India
• Directed SOC operations ensuring compliance with security metrics and SLAs.
• Supported ISO 27001 audits in collaboration with the CISO function.
• Reviewed and documented incident management, vulnerability assessments, and exceptions.
• Performed technical assessments before onboarding new security solutions.
• Member of the Security Solution Evaluation Committee.
Capgemini | IT Consultant – Regional Service Manager
📅 Mar 2019 – Oct 2021 | India/Europe
• Delivered third-party risk management projects for Ikano Bank (Sweden).
• Managed service transitions, SLAs, KPIs, and ITIL processes across regions.
• Conducted risk assessments, governance reviews, and vendor relationship management.
• Mentored and managed teams for incident, change, and request management.
HCL Technologies Ltd. | Specialist / Shift Lead – Remote Desktop Support
📅 Dec 2014 – Mar 2019 | India, Germany, UAE
• Onsite project lead for Bombardier (Germany) and EGA (UAE).
• Created process & SOP documentation for service delivery and access management.
• Managed teams (15–20 members), SLAs, VIP support, and escalations.
• Conducted transitions and delivered knowledge management frameworks.
Serco Global Services | Senior Customer Support Analyst
📅 Sep 2012 – Jun 2014 | India
• Conducted quality audits and managed claim processing for Apria Healthcare (USA).
Moksha Business Solutions | Customer Support Agent
📅 Sep 2011 – Aug 2012 | India
• Assisted customers with travel and holiday bookings for Thomas Cook.
Education & Certifications
• B.Tech – Amritsar College of Engineering & Technology
• ITIL V4 Certified – Axelos
Technical Skills
• Security Tools: Microsoft Sentinel, CASB, Defender Suite, Forcepoint DLP, CrowdStrike, IBM QRadar, ManageEngine AD Audit Plus
• IT Tools: Remedy, ServiceNow, Jira, Symphony Summit AI
• Platforms: Windows, Mac, Citrix, VPN, Active Directory, SCCM
Personal Details
• Date of Birth: 13 Dec 1989
• Languages: English, Hindi, Punjabi, Bengali
• Marital Status: Single
• Hobbies: Reading Novels, Listening to Music



